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OVERVIEW

Forta engaged Dédalo's team to conduct a white-box security audit of Forta Explorer and Forta
Connect web applications and their source code. This process consisted of identifying possible
threats and security risks in the components of Forta web applications and its infrastructure.
Dédalo performed source code reviews, manual and dynamic tests with multiple tools and

techniques to identify security weaknesses.

Every finding is described in this document, including details that we consider necessary to

understand the dangers of their possible impact, along with proper recommendations.

SCOPE

This assessment was done on the source code of “Forta Connect” and “Forta Explorer”

applications provided by Forta through a private GitHub repository.
The following components were delivered to Dédalo and have been audited:

- GitHub repositories:
doiim/forta-connect-frontend

doiim/forta-connect-backend

forta-protocol/forta-explorer

forta-protocol/forta-explorer-api
- Forta Connect running on https://forta.doiim.com/

- Forta Explorer running on https://explorer.forta.network/
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EXECUTIVE SUMMARY

For this audit, we analyzed all of the systems and applications of Forta that we discovered for
the defined scope and identified security issues that could negatively affect Forta's business
and users' data. This security assessment was conducted between December 16, 2021, and
December 28, 2021, and the following days were used for findings triaging and report
elaboration.

We performed a complete code review of the in-scope repositories focusing on user-provided
inputs, data management, authorization, and authentication management. Along with code
review, we performed multiple dynamic tests to validate previous findings and to find web

application security issues.

With various techniques and tools, our team has managed to demonstrate missing
authorization controls, weak input validations, sensitive information leaks, GraphQL

misconfigurations, among other non-critical issues.

General Recommendations

Regarding user-provided Agents, we noticed there is no code review to avoid malicious actions
from users. Lack of code verification makes users to not be able to verify if a given Agent is

actually running the code referred to the Agent Developer provided repository URL.

While this audit was scoped to only four repositories, we identified several out-of-scope
components which are core to the Forta ecosystem and perform sensitive processes with
external user-provided data. These components are, but not limited to: Forta Nodes, Agents
scheduler, Notifications manager, Agent running environments, a publicly available custom
containers registry (Disco). We consider this infrastructure requires a dedicated audit, as this
represents a significant surface attack for malicious actors. Weaknesses in these components
could result in the following security problems: Agent code tampering, Spam or Denial of
Service attacks to the Forta infrastructure or external services exposed to the Internet, Billing

exhaustion, etc.
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ECHNICAL REPORT

SECURITY ISSUES

We found the following issues classified by severity level:

Issues found

4

High (Fixed) Medium Low Informative
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| #01 - Weak validation of input parameters leads to enable or disable users Agents

Severity: HIGH

Description

Any authenticated user is allowed to enable or disable any Agent. An attacker could modify

the agentID input and put any different agentID value to disable the agent task.

Evidence

Request

Raw Hex B n = Select extension... v

[ ]

=

v LN

=)

POST /api/graphql HTTP/2

Host: forta.doiim.com

Cookie: _ga=GAl.1.107361307.1639661195; _ cf_bm=

Y6, YWWobk301AfpclleS7mDswSEk VLFSyHOWMeeRg Y - 1639685646 0- AafGouGoz rlwuSuU7RUMRY
151 QI jRxUDxxHEMEY PBwAT+w8aCyuOdmEYqod0JgqIbDQZad+x VAK XWLgqG9s VY GTSoL1UZTBOO2W3A
psAmL1hGsmkjNBLQ1YSAVEATPAYRO==; _ga_3ERDDVRGQQ=

GS1.1.1639685644, 5.1, 1639685656, 0

Content-Length: 871

Accept: */#

Authorization: Bearer
eyJhbGei01JIUzIINIISINRScCIBIkpXVCIY, ey IwYX1sh2FkIjp7ImlkIjoS0Cwic2x1ZyI6T jIwOT
UZMTYOLT JkNmUtNDe x Yy GAMDEZLTEY Yz ASNZYOMDI TNy IsInBLYmxpY OFk ZHITc 3M101 Iwe ENDNDY 2M
OF10TAZY gy ZjUyNGI3Mz ThMzhEM] UWMGHMLNMxRUFKY jMiLCIyb2x 11 jo iREVWRUxPUEVSINGsImLh
dCIEMTYzZOTY2MTQxMiwiZXhwI joxNjMSODMOMEy fQ. 4AII1F8D4wsSILSWNHOr _Ah1FUT7yAlm-wRqf
QBHZGKs

7 User-Agent: Mozilla/5.0 (X11; Linux xB86_64) AppleWebKit/537.36 (KHTML, like

[+4]

{s]

10
11

13
14

16

Gecko) Chrome/85.0.4183.121 Safari/537.36
Content-Type: application/json

Origin: https://forta.doiim.com
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors

» Sec-Fetch-Dest: empty

Referer:
https://forta.doiim.com/developer/0xCC4663Ab003b82f524b739a3802500cS631EAdD3
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

{
"variables":{
"agentId":
"0x8dcd31cO0e76ba2f8fEedccB5e51e754ce8381ledc 6491 f70d4724d6a818307c ",
"status":"DISABLED",
"metaTransaction":{
"signature":
"0x785ae3feffof213f1576202367h f46fdd57e088651e035c9aaf00492eh34d2035a5¢c fe
782a47a24878b43fe6711af2792a19371e076c4f39def78a7075f0eldclh",
"request":{
"value":0,
"gas":1000000,
"nonce":"2",

WAoo d1Z o0 oA
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Response

Raw Hex Render n (=

1 HITR/2 200 OK

Date: Thu, 16 Dec 2021 20:16:37 GMT

Content-Type: application/json; charset=utf-8

X-Powered-By: Express

Access-Control-Allow-Origin: #

Etag: W/"9b-vD9s9RFzAwfnljuU3MelcOFOLM7M"

Cf-Cache-Status: DYNAMIC

Expect-Ct: max-age=604200,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct”
Report-To:

{"endpoints": [{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=zuxp6z48hdZ%
2F3NBcSK%2BQe%2BIoZRpR7yv2nbLK]13VuHrQD1%2FxnC6z900rx Lukw9o Iy Gz tFZs8BOCgDMLThI3
ShodsouP4Mc JHSAMEY f%2FOPHTEqmhOm AMz pHE Vg TV Fxxvg%s2Fcs30" 1], "group”: "cf-nel", "ma
¥_age" : 604800}

10 Nel: {"success_fraction":0,"report_to":"cf-nel", "max_age":604800}

11 Server: cloudflare

12 Cf-Ray: 6bea9716afad098e-MIA

[P0 ]

Lo

[os)

(]

13
14 {
"data":{
"updateAgent”:{
"id": 86,
"agentId":
"0x8dcd31c00e76ba2f8fEedccESes5le754ceB838l edcF491 f70d4724d6a818307c ",
"status":"DISABLED",
" __typename":"Agent"
}
}
}
15
e.g.: in this evidence we disable the Doiim Agent
Recommendations

Proper validations should be added in both frontend and backend. Sanitize values before
processing them in the backend.
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| #02 - Weak validation of input parameters leads to update any Developer profile

Severity: HIGH

Description

Any authenticated user is allowed to modify any Developer profile.

An attacker could manipulate the Developer public information and put arbitrary values to a

given Developer.

Evidence

Request

Raw Hex = Select extension... v

POST /api/graphql HTTP/2

Host: forta.doiim.com

Cookie: _ga=GAl.1.107361307.1639661195; _ cf_bm=

OHglI2LAZSQnPag2TwnBN4xvGChaHXOkPFESEM bijg-1639661305- 0- AX31VUvwHrHDPQLXq2KVKkTVqghSpwotItGssmk/
rG21yub10FdP4IGY14EvtoPgGGXR]19c19VNS 20Sht4LrjO0r002qDIN oy 1z 1NxYTOw30y Ny EBaY SzL+Uxkb VINEA==;
_ga_3ERDDVRGQQ=GS1.1.1639661194,1,1,1639661952.0

Content-Length: 1186

Accept: */%

Authorization: Bearer

eyJhbGei0iJIUzIINIISINRScCIEIkpXVCIS, ey IwYK1sb2FkI jp7InTkIjoS0Cwic2x1Zy 16T IwOTUZMTYOLT JkNmUtNDex
YyO4MDEZLTEY Yz ASN2YOMDI TNy IsInB1YmxpYOFkZHI1c3M101 IweENDNDY 2MOF10T AzY jgy Z jUyNGI 3Mz ThMzhEMj LWMGMLN
JMxRUFkY jMILCIyb2x 11 joiREVWRUXPUEVSINGsImLhd CIEMTYZOTY 2MTQxMiwiZXhwI joxNjMSODMOMIEy fQ. 4II1F8D4ws S
ILSWNHOr_AhiFUT7yAlm-wRqfQ8HZGKs

7 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/s37.36

Content-Type: application/json

Origin: https://forta.doiim.com

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://forta.doiim.com/developer/Oxa32C603e4E77a50850h52360F9921B23Ca7DA025
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

w M=

U s

w

]
10
11
12
13
14
15
16
17

i

{

"variables":{

"name":"Mister"

"description”:"New name",

"url":"https://checker.yahoo.com/",

"email":null,

"twitter”:null,

"facebook":null,

"linkedin":null,

"github":null,

“reddit":null,

"youtube" :null,

"discord":null,

"publicAddress" : "Oxa32C603e4E77a50850b52360F9921B23Ca7DA025" ,

"avatar":"bafkreicrgxx23hswzthg3bShl4qlrdvigkrpnghyxw67xgmffziav7aayy"
¥
"query":
"mutation ($name: String, $description: String, $url: String, $email: String, $twitter: String,
$facebook: String, $linkedin: String, $github: String, $reddit: String, $youtube: String, $dis
cord: String, $publicAddress: String!, $avatar: String) {\n updateDeveloper(in data: {name:
{set: $name}, description: {set: $description}, url: {set: $url}, email: {set: $emaill}, twitte
r: {set: $twitter}, facebook: {set: $facebook}, linkedin: {set: $linkedin}, github: {set: $gith
ub}, reddit: {set: $reddit}, youtube: {set: $youtube}, discord: {set: $discord}, avatar: {set:
$avatarkiin where: {publicAddress: $publicAddressin ) {\n idyn name\n description
n urlyn emailin twitterin facebookn linkedinyn githubin redditin yout
ube\n discordin publicAddressyn avatarin __typenamein  }un}in"
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Q==
Response
Raw Hex Render a iy =
1 HTTP/2 200 OK
2 Date: Thu, 16 Dec 2021 20:54:18 GMT
3 Content-Type: application/json: charset=utf-g8
4 X-Powered-By: Express
S Access-Control-Allow-Origin: *
5 Etag: W/"186- jTLYp+n4SQESUZwVOal61FNtL2A"

~

Cf-Cache-Status: DYNAMIC

Expect-Ct: max-age=504800,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To:

{"endpoints": [{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=1%2BovGs2FQIPrYIHZBkKESENe ycud
JDLKjhtryQleZecWYB0BSlwen%2Bix0smseCfoHfv82cy2teleDIWyKMU jFz 2R%s2F%2FLUgVbbNEKRS J8Rmx 60 j%2BFS6c0S
1d0%2F7hSUAM3Go514%3D" ], "group” : "cf-nel”, "max_age" : 604800}

10 Nel: {"success_fraction":0,"report_to":"cf-nel", "max_age":604800}

11 Server: cloudflare

12 Cf-Ray: 6BbeaceSeef4802f9-MIA

o

©

14 {
"data":{
"updateDeveloper":{
"id": 43,
"name":"Mister”,
"description”:"New name",
"url":"https://checker.yahoo.com/",
"email”:null,
"twitter":null,
"facebook" :null,
"linkedin":null,
"github":null,
“reddit" null,
"youtube":null,
"discord":null,
"publicAddress": "0xa32C603e4E77a50850h52360F9921B23Ca7DA025" ,
"avatar":"bafkreicrgxx23hswzthg3bshl4qlrdvigk rpnghyxwE7xgmffziav7aayy",
"__typename":"Developer”

15
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& C & forta.doiim.com/developer/0xa32C603e4E77a50850b52360F9921B23Ca7DA025

Forta Connect BETA Agents  Pr

Mister

f’r ) ‘; New name

AGENT LAST UPDATE / ID

6 minutes ago « 16 Dec 2021, 17:49

doiim-agent 0x8dcd31c00e76ba2f8f6edcc65e51e7..

amonth ago + 19 Nov 2021, 17:06

Test-Agent oxb7edbi146b15b6d433Fbe3817cc7b..

amonth ago + 18 Nov 2021, 17:47

Agent Test 0xd9a4a21749a2ee6a675Fa1588b33d4

amonth ago + 17 Nov 2021, 11:06
0x1d152c53641ee610c62990b3e5c407.

Guilherme Agent
Recommendations

Proper validations should be added in the backend. Correct the “graphgl-shield” middleware

role checking. Fixes should be done in the following files:

e https://github.com/doiim/forta-connect-backend/blob/main/src/rules.ts

- CONFIDENTIAL -
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| #03 - Weak validation of input parameters leads to update any Agent

Severity: High

Description

Any authenticated user is allowed to modify any Agent profile.

An attacker could manipulate the ID and the agentld input to modify all Agent values .

Evidence

Request

Raw Hex = Select extension... v

[ BN B R TV N )

POST /apil/graphgl HTTP/2

Host: forta.doiim.com

Cookie: _ga=GAl.1.107361307.1639661195; _ga_3ERDDVRGQQ=GS1.1.1639765167.7.1.1639766156.0
Content-Length: 1925

Accept: #/%

Authorization: Bearer
eyJhbGei01iJIUzIINIISINRScCIBIkpXVCI9, ey IwYXlsb2FkIjp7ImlkI joS0Cwic2x1ZyI6T j IwOTUZMTYOLT JkNmUtNDCx
Yy O4MDEZLTEY Yz ASN2YOMDI 1Ny IsInBLYmxpYOFk ZHI1c3M101Iwe ENDNDY 2MOFL1OT AzY jgy Z jUyNGI 3Mz ThMzhEMj UwMGMLN
JMxRUFKY jMiLCIyb2x 11 joiREVWRUXPUEVSINGsImlhd CIEMTYz0Tc 2N ELNIwl ZXhwI joxNjMSOTMAOTUZTQ. 3E- TAAWUOVE
DtsOucO0SEttqORLa2t0OSZEN2SmINZ3M

User-Agent: Mozillas/5.0 (X11; Linux x86_64) AppleWebKit/S37.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

Content-Type: application/json

Origin: https://forta.doiim.com

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://forta.doiim.com/developer/0xCC4663Ab903b82f524h739a3802500c5631EAdb3
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;q=0.9

"variables":{
"id":122,
"agentId":"Oxd9ada2l749a2ee6a675Tal588b33d4b823e2a2c f7103d7633830f052e69111dce ",
"description":"asdasd",
"manifestIPFS": "bafkreicrbg2mw2squcBo3w2dh27wdd2xdyctz jo262rvkhwnxwbdzmelmm",
"metaTransaction":{
"signature":
" 0x96d559df25ac6dada7hag53ed262222181859c f453b6e 9c 62823892221 e9cd0e6788al44dea7d94eadd88451
ba88c51ac40020c8e7ddb4029e1fa2b9lchBelaflc”,
"request”:{
"value": 0,
"gas":1000000,
"nonce":"4"
"deadline":0,
"to": "0x61447385B019187daad8e91c55c02AF1F1 f3F863"
“from": " 0xCC4663Ab903bE21524b739a38D2500c5631EAdL 3"
"data":
"Oxaafac6c68f17f7f6fa0dBd117d69b713f264d4d2c7h332dc670d2c519881 f11edd03echbOOOOEOOOOOOCO0
[elelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelele elelelelelelelelsellelelelelelelelelelelelelelelelelelelele el elelelele e el elelelelelelele]
[elelelelelelelelelelelelelelelelelelelelelelelo elele e elelelele e e elelelelelelele el elelele e e e elelele e el le e el elelelelelelelele e e e e el el ele e e e e el ]
6261666h72656963726267326d 77327371 7863366 337732646832377764643278347963747a6a61323632727
66b68776e787762647a6d656c6d6d000000000000000000000000CCCO0C00000000C00C000C000000000R0000
[clelelelelelelelelelelclenNelelelelelelelelelelelelelelelelelelele e ele e elelele e ele e elele e elele e elelelelele e e ele e elele el e e e eIe eIy
}
I¥
"documentationIPFS": "bafkreiaardgfvcj6pderjgkxd3d6apSvphzSwreaZegnloyemoyhktixsm”,
"image": "dsahjk@sha256: dsjakk",

"repository":"https://checker.forta.network",
"warginn"."1"
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"variables":{
"id":121,
"agentId":"Oxd9a4a2174%9a2eeb6a675Tal588b33d4b823e2a2c f7103d7633830f052e69111dc ",
"description”:"asdasd",
"manifestIPFS": "bafkreicrbg2mw2sqxcBo3w2dh27wdd2xdyctzjo262rvkhwnxwbdzmelnm”,
"metaTransaction":{
"signature":
"0x96d559df25ac6dada7had53ed262222f818509c f453b6e9c628e 3892221 e9cdDe6788ald4dea7d94eadd88451
baBBc51ac40020cB8e7ddb4029e1fazb9lch6elaflc”,
"request”:{
"value":0,
"gas":1000000,
"nonce":"4",
"deadline":0,
"tp": " Ox61l447385B019187daad8e91c55c02AF1F1f3F863",
“from":"0xCC4663Ab903bB2f524b739a3802500c 5631 EAdb3",
"data":
"Oxaaac6c68fl7f7fE6fa0dBd117d6ob 713 264d4d2c7h332dc670d2c519881 f11edd03echb00000000000OO0
[elelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelelste el e e eTeleleleleleleleleleleleTele elele e eTe e elelelelelele e e el lele]

[elelelelelelelelelelelelelelelelelelelelelelelofele e elelele] 00 0 i ) 0 3h
6261666h72656963726267326d 77327371 7863366 337732646832377764643278347963747a6a61323632727
66h6B776e787762647a6d656c6d6d0 0 0 0 0 )
0 00001000000 00 00 0 20 0 1"

}
I
"documentationIPFS": "bafkreiaardqfvcjbpderjgkxd3d6apSvphzSwreaZegnloyemoyhktixsm”,

"image": "dsahjk@sha256:dsjakk",

"repository":"https://checker.forta.network",

"version":"1",

"name": "sadasd"

+
"query":

"mutation ($id: Int!. $agentId: String!, $description: String, $manifestIPFS: String, $metaTran
saction: JSON, $documentationIPFS: String, $image: String, $repository: String, $version: Strin
g, $name: String) {\n updateAgent(\n data: {description: {set: $description}, blockchains:
{connect: {agentId_blockchainId: {agentId: $id. blockchainId: 1}}}, manifestIPFS: {set: $manife
stIPFS}, metaTransaction: {set: $metaTransaction}, documentationIPFS: {set: $documentationIPFS}
, image: {set: $image}, repository: {set: $repository}, version: {set: $version}, name: {set: §
name}}in where: {agentId: $agentIdi\n J {\n idwn agentIdin __typenamein  }wniun®

T
@ IE“E] | Search... | 0 matches

Request crafted with arbitrary values
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Response

0l Raw Hex Render \n [ =

HTTP/2 200 0K

Date: Fri, 17 Dec 2021 18:58:54 GMT

Content-Type: application/json; charset=utf-8

X-Powered-By: Express

Access-Control-Allow-Origin: *

Etag: W/"88-/k/41/8egkBXE+OuGvWS/aylrBo”

Cf-Cache-Status: DYNAMIC

Expect-Ct: max-age=G604800,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"

Report-To:

{"endpoints": [{"url":"https:\/\/a.nel.cloudflare.com\/report\/v3?s=]0ONLIOAImYybhOuvLcOtp%2FSzENaT
lwkKk jvd120yxseJEJLFrqTTaYt7giy IrMidgV2ZRoge fIBDIKgbEdSenprieIrFInnpCdDlibfXMaSpXP7Zo611EZ37wgri]
FX10W4%3D"}], "group": "cf-nel", "max_age": 604800}

10 Nel: {"success_fraction":0,"report_to":"cf-nel", "max_age":604800%}

11 Server: cloudflare

2 Cf-Ray: Bbf252933a51220f-MIA

0 B N PR N

00 =l

w

13
14 {
"data":{
"updateAgent”:{
"id":121,
"agentId": "Oxd9ada21749a2eeBab75Tal588b33d4b823e2a2c f7103d7633830T052e69111dc ",
" __typename":"Agent"
b
1
15

Response of the server with the Agent updated.
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& (@] & forta.doiim.com/agent/0xd9a4a21749a2ee6a675fa1588b33d4bB23e2a2cf7103d7633830f052e69111dc

Forta Connect

M README.md

View on Explorer

This is my readme
Guilherme (0xa32C603e4E77a50850b52360F9921823Ca7DA025)

asdasd

Ethereum Mainnet

dsahjk@sha256:dsjakk

https://checker.forta.network

Agent from another Developer modified.

Recommendations

Proper validations should be added in the backend. Correct the “graphgl-shield” middleware
role checking. Fixes should be done in the following files:

e https://github.com/doiim/forta-connect-backend/blob/main/src/permissions.ts
e https://github.com/doiim/forta-connect-backend/blob/main/src/rules.ts
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|#04 - GraphQL Introspection enabled in production environment

Severity:

Description

Debug mode is enabled in the GraphQL of explorer-api.forta.network. This allows an attacker

to make introspection queries to the GraphQL.

Evidence
Request
Raw Hex in = Select extension... v
1 POST /graphql HTTP/2
2 Host: explorer-api.forta.network
3 Content-Length: 727
4 Accept: */#
S User-Agent: MozillasS.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko)

0o~ ;

10
11
12
13
14

15

Chrome/85.0.4183,121 Safari/537.36
Content-Type: application/json

Origin: https://explorer.forta.network
Sec-Fetch-Site: same-site
Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: https://explorer.forta.network/
Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;qg=0.9

{

"query":

"query {_ schema{queryType{name}mutationType{name}subscriptionType{name}types{... . FullTypeldirec
tives{name description locations args{...InputValue}}}}fragment FullType on _ Type{kind name de
scription fields(includeDeprecated:true){name description args{...InputValue}type{...TypeRef}is
Deprecated deprecationReason}inputFields{...InputValue}interfaces{...TypeReflenumvalues(include
Deprecated:true){name description isDeprecated deprecationReason}possibleTypes{.. TypeRef}}frag
ment InputValue on _ InputValue{name description type{...TypeRefl}defaultvalue}fragment TypeRef
on _ Typeikind name ofType{kind name ofType{kind name ofType{kind name ofType{kind name ofType{
kind name ofType{kind name ofType{kind name}}}}}}}}"

- CONFIDENTIAL -
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o= =
Response

Raw Hex Render i =

1 HTTP/2 200 0K

2 Date: Fri, 17 Dec 2021 22:38:28 GMT

3 Content-Type: application/json; charset=utf-8

4 X-Powered-By: Express

S Access-Control-Allow-Origin: *

[

Etag: W/"dlbc-7N1/BatGVTYr34Iv+3e0QewOnNTg"

Cf-Cache-Status: DYNAMIC

Expect-Ct: max-age=504800,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct"
Server: cloudflare

Cf-Ray: 6bf3ad4bcbag0sbs-EZE

e
O D o [eu |

24
"data":{
" _schema":{
"queryType":{
"name": "Query"
I
"mutationType":{
"name":"Mutation”
I®
"subscriptionType":{
"name":"Subscription”
I
"types": [
{

"kind":"0OBJECT",
"name":"Query",
"description”:null,
"fields": [
{
"name":" ",
"description”:null,
"args": [
1
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ndpoint

—_—

NotificationSource
type NotiicationSourceType

ListPageResult

AggregationsResult

alerts.

soverty[pggregatonfesu] ——————

AggregationResult

agents
interval

[AggregationResut] J
[AggregationResut]

cardnalies CardnaityRosut —————

alerts. [Aert]
curentPageVatues NoxiPagoValuos “ﬁ_m
nexPagoVaues  NoxtPagoValuos b ___Sweol
scanner_count It
aggregatons  AggregatonsFiesit oo B
Query (cogrooron Moot descrption _ Sting o
Booloan etiork B g i suing
loginAddress Sting severty  Sting name String |
gottcatontis otfoation] protocol_sting
| getEmails. [Email name Sting
gotLst UstPagoRes everestia _Sinng coingecko Sting!
getAlert At ImportantAlertsResult cody e overest _ Sting!
gotScannerlert ‘ScannerAlertResult alerts [Aert] type sting | address String gthub  String!
getScannerStats ‘ScannerStatsResult ST () [ED €5 twiter  String!
getimportanileris mportaniAlotsocul source AlrtSource —
' gotProjects. GetProjectsResult contracts [Conlact] »
e projects_Procl mber I
aethgertetics Agerteticshesul ) \ :
‘gelDashboardMetrics. DashboardhotricsResclt T [ame _ Stingl) hash  Sting
AgentMeticsResult tmestamp Sting
- aainid
moos| (Vesohes “‘\ MetricResult e Mo
key. String website String
A [scamars tiSamermes] e
scannerAlerts. AlertBatch e
| Aerisatch |
nextPageValues  ScannershlextPageValues chanldInt!
‘ScannerAlert bock | Block
curentPageValues ScannersNoxtPageValuos e g o decimals Intt
batch  AlertBatch — o D )
—— timestamp Stri
ScannerStatsResult e 261 symool Sting!
signature Signature. reference String
scamners nt il |reforonce  Sng |
metadsta sting
MetricScannerResult
Resul
DashboardMetricsResult ‘ScannersNextPageValues MetricintervalResult
fecstetooni S | blocknumber Intl
actv pm
fctvesonrorn NN | oChash String!
Query v

D Sort by Alphabet Skip Relay Skip deprecated Show leaf fields

Recommendations

Disable Debug mode on production environments
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|#05 - Multiple endpoints with wildcard CORS activated

Severity: Low
Description

Some endpoints on different components of the application have permissive CORS policies
configured with wildcards.

Clients from any browser can access these methods without domain restrictions.

Backend components are:

https://explorer-api.forta.network Explorer API
https://forta.doiim.com/api/* Forta Connect backend
Impact

An attacker could craft arbitrary cross-origin requests and exploit this permissive
misconfiguration to act on behalf of the victim.

Evidence

As an example, this is a response to a POST request on forta.doiim.com. Regardless of the
Origin domain, the server allows the request, and then the response could be captured from a
web browser context.

Send

Request Response

Pretty Raw Hex = \n = Select extension... W Pretty Raw Hex

1 POST /api/graphql HTTP/2
2 Host: forta.doiim.com
3 Content-Length: 288

HTTP/2 200 OK
2 Date: Thu, 06 Jan 2022 03:38:55 GMT
Content-Type: application/json; charset=utf-8

5 Referer: https://attacker.com X-Powered-By: Express
6 Sec-Ch-Ua: " Not A;Brand";v="99", "Chromium";v=" > Access-Control-Allow-Origin:

"Google Chrome";v="96" Etag: W/"le-cf8j4pYEnmurIkjJgu09i03j62U"
7 Accept: */* 8 Cf-Cache-Status: DYNAMIC

1
4 Origin: https://attacker.com 4 Content-Length: 30
6

- CONFIDENTIAL -



Security Assessment | Forta

N dédalo 19

Recommendations

We recommend settling CORS configuration to limit access to specific front-end domains to

prevent other websites from accessing Forta APls.
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| #06 - Weak validation of input parameters allows arbitrary agentld values

Severity:

Description

Any authenticated user is allowed to craft an arbitrary agentld without the common pattern

(Ox*) when creating a new Agent.

An attacker could manipulate the agentld input and put any value to the Agent Identification,

therefore impacting in the Agent URL alias.

Evidence

Request

Raw Hex B \n = Select extension... v

POST /api/graphgl HTTP/2

Host: forta.doiim.com

Cookie: _ga=GAl.1.107361307.1639661195; _ga_3ERDDVRGQQ=

G51.1.1639670007.3.1,1639670502.0

Content-Length: 2050

Accept: */%

Authorization: Bearer

eyJhbGci01JIUzI1INIISINRScCIBIkpXVCI9. ey IwYX1sh2Fk I jp7ImlkIjoS0Cwic2x1ZyI6IjIw0

TUZMTYOLT JkNmUtNDexYy O4MDE2LTEY Yz ASNZYOMDI TNy IsInBlYmxpY OFk ZHI1c 3M101 Iwe ENDNDY

2MOF10TAZY gy ZjUyNGI 3Mz LhMzhEM UwMGMLN MxRUFKY jMiLCIyb2x 11 o1 REVWRUXPUEVSINGST

mhdCIEMTYZOTYZMTQxMiwi ZXhwI joxNjMSODMAM{Ey Q. 41T1FED4ws SILSWNHOr _AhiFUT7yAln-

wRqfQBHZGKS

7 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/85.0.4183.121 Safari/537.36

2 Content-Type: application/json

S Origin: https://forta.doiim.com

L) ko=

[#) -

[}

10 Sec-Fetch-Site: same-origin
11 Sec-Fetch-Mode: cors

12 Sec-Fetch-Dest: empty

13 Referer

https://forta.doiim.com/agent/0x8dcd31lcO0e76ba2f8fGedccE5e51le754ce838ledcE481f
70d4724d6a818307cf

14 Accept-Encoding: gzip, deflate
15 Accept-Language: en-US,en;g=0.9
16

17 4

"variables":{
"agentId": "RANDOMVALLUE",
"description”:"Configure this agent",
"manifestIPFS":
"hafkreigexgkgshaecsagj24c2rsvljluSpwega2gmler2toznyqggbbukyg”,
"metaTransaction":{
"signature":
"0x3f1129c9dcl6dc028643482391419a1d1372e2fh17249278bc516af33ccad9a523daf
f7131013757c49f1c0875c993b 28814 8416aa7eh9e 4dbff52228f9fheclc”,
"request":{
"value":0,
"gas":1000000,
"nonce":"0",
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< C & forta.doiim.com/agent/ADMIN

Forta Connect

Check This Agent

Mister2(0xCC4663Ab903b82f524b739a38D2500c5631EAD3)

Configure this agent

Ethereum Mainnet

dsahjk@sha256:dsjakk

https://checker.forta.network

Recommendations

Proper validations should be added in both frontend and backend. Sanitize values before

inserting them into the DB.
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|#07 - Sensitive Information Leak in GraphQL Query

Severity:

Description

Any unauthenticated user is allowed to modify input variables leading to Internal Server

Errors leaking

information. This occurs because GraphQL debug mode is enabled.

Evidence

Request

Raw Hex iy = Select extension...

POST /graphql HTTP/2

Host: explorer-api.forta.network

Content-Length: 914

Accept: */*

User-Agent: Mozilla/S.0 (X11: Linux x86 64) AppleWebKit/S37.36 (KHTML, like Gecko)
Chrome/85.0.4183.121 Safari/537.36

5 Content-Type: application/json

7 Origin: https://explorer.forta.network

g Sec-Fetch-Site: same-site

9 Sec-Fetch-Mode: cors

U s W

10 Sec-Fetch-Dest: empty

11 Referer: https://explorer.forta.network/
12 Accept-Encoding: gzip, deflate

13 Accept-Language: en-US,en;q=0.9

15 {

"operationName": "Retrive",
"variables":{
"getlistInput”:{
"severity":|[
1.
"agents": [
"Oxddb7c17e370ecd5f99cadcddb39c faS1264e989c5133c490046d63a299dd68f0"
]

"txHash":"",
“text":"",
"muted": [
1.
"sort":"",
"limit":0,
"project":"",
"startDate":"1624567438065",
"endDate":"1640119438065",
"aggregations”:{
"severity":true,
F'interval®:"da'y",
"alerts":6,
"cardinalities":true
}
1
T
“query”:
"query Retrive($getListInput: GetAlertsInput) {\n getlList(input: $getlListInput) {\n

ggregations {\ severity {\n key\n doc_counti\n __typenamein
A S N ,

LI
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Response

FCWE Raw Hex Render n =

HTTP/2 200 0K

Date: Tue, 21 Dec 2021 21:02:10 GMT
Content-Type: application/json; charset=utf-8
X-Powered-By: Express
Access-Control-Allow-Origin: *

Etag: W/"cl5-gHJyDjb9IkGbnmeSK17AwHS311s"
Cf-Cache-Status: DYNAMIC

Expect-Ct: max-age=604800,
report-uri="https://report-uri.cloudflare.com/cdn-cgi/beacon/expect-ct”
9 Server: cloudflare

10 Cf-Ray: 6cldOchedfOB08TS-EZE

[T s I ) R NN Y O

12 {
“errors": [

"message": "Request failed with status code 400"
"locations": [

"line":2,
"column”:3
}
1.
"path": [
"getlist"
1.
"extensions":{
"code": "INTERNAL_SERVER_ERROR",
"exception”:{
"config":{
"url":"/forta_alerts/_search",
"data":
"{vtaggsht iV severityt N terms\  {\ field\":\"alert. severity . keyword\", \"ord
erh":{\"_count\":\"desc\"}, \"size\": 5k}, \alertsy N\ terms\ V" field\": \"aler
t.name. keyword\",\"order\": {\"_count\":\"desc\"},\"size\" :6}}, \"interval\": {\"d
ate_histogramy":{\"field\":\"alert_timestamp\",\"intervaly":\"da'y\"}},\"agents
_cardinality\":{\"cardinality\":{\"field\":\"source.agent.id keyword\"}},\"aler
ts_cardinality\":{\"cardinality\":{\"field\":\"alert.name.keyword\"}}},\"size\"
(0, Fromy 0, queryy N boo TV LV mus N [\ range\" : {\"alert_timestampy":{\
"Bte\":\"1624567438065\", \"format\": \"epoch_millis\"}}}, {\"range\": {\"alert_tim
estampy\": {\"1te\":\"1640119438065\", \" format\" : \"epoch_millis\"}}}, {\"bool\": {\
"should\": [{\"match\":{\"source.agent.id\":\"Oxddb7c17e370ecd5f99cadcddb39c fasl
264e989c5133c490046d63a299dd68fON T 1] 1}, V' sort\": [{\"source.block.numbery": {
Nordery'i\"desch"}}, {\"1id keyword\": {\"order\":\"desc\"}}]}",
"headers":{
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Security Assessment | Forta

EET Raw Hex Render B 00 =

Recommendations

ts_cardinality\":{\"cardinality\":{\"field\":\"alert.name.keyword\"}}},\"size\"
(0N fromy 0,V query I\ boo TN s {\ " must\ " [{\"range\" : {\"alert_timestampy":{\
"bte\":\"1624567438065\", \" format\": \"epoch_millis\"}}},{\"range\":{\"alert_tim
estamp\":{\"lte\":\"1640119438065\", \" format\":\"epoch_millis\"}}}, {\"booln": {\
"shouldy": [{\"matchy": {\"source.agent.id\":\"Oxddb7c17e370ecd5f99cadcddb39c fasl
2642989c5133c490046d63a299ddE8F0N" T FH 3, V" sort\": [{\"source.block. numbery": {
\rordery":\"desc\"}}, {\"id.keyword\": {\"order\":\"desc\"}}1}",
"headers":{

"Content-Type":"application/json”,

"Host":

"vpc-prod-forta-alerts-eddk7rvfraouyc7uvnyganShii.us-east-1.es.amazonaws. com”

"Content-Length":808,
"X-Amz-Security-Token":
"IQoJb3JpZ21lux2VECMaCXVzLWVhe3QtMSIIMEYCIQDThAUCTI LFRYDhgq VM7 Ve 6fPRNSZ8WF7EXp
KoZLADVDSAThAPalPSSuP/DNxbZegwnk 7gqYqVD,/PchjVy jbX1+wHYnUKusDCBwQARo MMTIZNTQxN
DEzNjMwIgxWhx Ic3HStwEBWC70qy AMZon409gYtK9soy tBcvKCRbHSx 1k jShbVaFfwECSv-+DQQ K
mSwfCzoGmD3VK8yMLQL,/2f rdXB7 rH2gA4yHrmgZGQ17ChMQvGNpsz 7By LnSeS17GmNY ARFnLBPgRS
g4PiSTCh Mz fjejA7iq54iENkUnzxohvnS1zELIP402yLAIEFm/ArnxUM4T /throv /v OREaWe Zay Ox
5nuY j8dP+3gLeRFRknsgd9UGWV1CKZhB19WuhsNsULVzp+1Ht tZU0ya3yNKZOnao4chx 7BgU4BUpU
Wo+CmONTwlMRLHzMu /ZAST1oOHRZXebsdfNfGUrGT ek zP+b 2TNm1SnNN3GI rQlFIURL 71 rrg8Hiyw
4hjYBalj/h/JXHDr+tyoxad44eSKGiTv2yUx40eEedopc2SKHIG4DHOVY AZFHSNc ITCUZk ri®im]]
qiNryJGSTLBPFvx1Sv/mbjOw2HgpNyv/YR453LzeZK110GmwhKz 1G8+rT1Fzo0ACZSHY Uz AsVMFLd
Qc6q2tbtxZ]zZZf3]SNFKEWTEXLqHAVrVgvQf j /2vDSo IFKKx c6BI3g LrEYUKLbn Xlev ALSGONC+AW
bIMUZ1cm/CMHQRbg2t /FLEwk ril jgY6pAPNHHCPDmoaDO0093qeNZS1k8IESy gy Jlvo+XQQchn /7
Fd1+bIfTeashpvSGSgWUBSbPXTdvs4vi0Oz00KquBDlbfFeFAYIRYeIsQ3MKXczbycBGxTZccsLEXSX
eNEHUSa T TWQFYkBz+EnMALLS+m76] SywBaQGY2mO8QuwFT fdH+CVhuiT9/eRGG+HFwigNL7HLTION
rC2d¥RLe913CTPZy 2RUb Aw==",
"X-Amz-Date":"20211221T210210Z",
"Authorization":
" AWS4-HMAC-SHA256 Credential=ASIARZQSEL370NUAZIXA/20211221 /us-east-1/es/awsd_
request, SignedHeaders=content-length:content-type;host;x-amz-date;x-amz-secu
rity-token, Signature=53b8a3d17f039bl7dc3d6cae8f949048c8e2a5022130c7905d40f38
ff484bd75",
"User-Agent":"axlos/0.21,4"
i
"baseURL":
"https://vpc-prod-forta-alerts-eddk7rvfraouyc7uvnyganshii.us-east-1.es.amazonaw
s.com",
"transformRequest": [
null
1.
"transformResponse": [
null

Disable Debug mode on production environments.
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#08 - HTML Injection in alerts emails
Severity:
Description

When creating new Agents, in the Findings values, HTML is allowed, therefore HTML is
rendered when receiving email notifications.

An attacker could reformat e-mail notifications to redirect them to malicious sites or persuade
users to perform malicious actions or to be victim of phishing attacks

Evidence

Email with rendered HTML.:

alerts@forta.network
para aa+forta «

Alert:
DUMMY Gas Used (test) (MEDIUM)
Gas Used: 21000 -

TEST

[Sources Security Network Lighthouse Performance A

"DUMMY Gas Used (test) (MEDIUM)"
<br>

"Gas Used: 21000 - "
<h1>TEST</h1>

Agent code submitted with embedded HTML code:

findings.push(Finding. fromobject ({
name: "DUMMY Gas Used (test)",
description: “Gas Used: ${gasUsed} - <h1>TEST</hl> -,

alertId: "FORTA-1",
severity: FindingSeverity.Medium,
type: FindingType.Suspicious
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Recommendations

Proper input sanitization should be performed before processing them in the backend and

rendered in emails or frontend.
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