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OVERVIEW

Forta engaged Dédalo's team to conduct a white-box security audit of Forta Explorer and Forta
Connect web applications and their source code. This process consisted of identifying possible
threats and security risks in the components of Forta web applications and its infrastructure.
Dédalo performed source code reviews, manual and dynamic tests with multiple tools and
techniques to identify security weaknesses.

Every finding is described in this document, including details that we consider necessary to
understand the dangers of their possible impact, along with proper recommendations.

SCOPE

This assessment was done on the source code of “Forta Connect” and “Forta Explorer”
applications provided by Forta through a private GitHub repository.

The following components were delivered to Dédalo and have been audited:

- GitHub repositories:
- doiim/forta-connect-frontend
- doiim/forta-connect-backend
- forta-protocol/forta-explorer
- forta-protocol/forta-explorer-api

- Forta Connect running on https://forta.doiim.com/
- Forta Explorer running on https://explorer.forta.network/
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EXECUTIVE SUMMARY

For this audit, we analyzed all of the systems and applications of Forta that we discovered for
the defined scope and identified security issues that could negatively affect Forta's business
and users' data. This security assessment was conducted between December 16, 2021, and
December 28, 2021, and the following days were used for findings triaging and report
elaboration.

We performed a complete code review of the in-scope repositories focusing on user-provided
inputs, data management, authorization, and authentication management. Along with code
review, we performed multiple dynamic tests to validate previous findings and to find web
application security issues.

With various techniques and tools, our team has managed to demonstrate missing
authorization controls, weak input validations, sensitive information leaks, GraphQL
misconfigurations, among other non-critical issues.

General Recommendations

Regarding user-provided Agents, we noticed there is no code review to avoid malicious actions
from users. Lack of code verification makes users to not be able to verify if a given Agent is
actually running the code referred to the Agent Developer provided repository URL.

While this audit was scoped to only four repositories, we identified several out-of-scope
components which are core to the Forta ecosystem and perform sensitive processes with
external user-provided data. These components are, but not limited to: Forta Nodes, Agents
scheduler, Notifications manager, Agent running environments, a publicly available custom
containers registry (Disco). We consider this infrastructure requires a dedicated audit, as this
represents a significant surface attack for malicious actors. Weaknesses in these components
could result in the following security problems: Agent code tampering, Spam or Denial of
Service attacks to the Forta infrastructure or external services exposed to the Internet, Billing
exhaustion, etc.
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TECHNICAL REPORT

SECURITY ISSUES

We found the following issues classified by severity level:
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#01 - Weak validation of input parameters leads to enable or disable users Agents

Severity: HIGH

Description

Any authenticated user is allowed to enable or disable any Agent. An attacker could modify
the agentID input and put any different agentID value to disable the agent task.

Evidence
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e.g.: in this evidence we disable the Doiim Agent

Recommendations

Proper validations should be added in both frontend and backend. Sanitize values before
processing them in the backend.
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#02 - Weak validation of input parameters leads to update any Developer profile

Severity: HIGH

Description

Any authenticated user is allowed to modify any Developer profile.
An attacker could manipulate the Developer public information and put arbitrary values to a
given Developer.

Evidence
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Recommendations

Proper validations should be added in the backend. Correct the “graphql-shield” middleware
role checking. Fixes should be done in the following files:

● https://github.com/doiim/forta-connect-backend/blob/main/src/permissions.ts
● https://github.com/doiim/forta-connect-backend/blob/main/src/rules.ts
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#03 - Weak validation of input parameters leads to update any Agent

Severity: High

Description

Any authenticated user is allowed to modify any Agent profile.
An attacker could manipulate the ID and the agentId input to modify all Agent values .

Evidence
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Request crafted with arbitrary values
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Response of the server with the Agent updated.
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Agent from another Developer modified.

Recommendations

Proper validations should be added in the backend. Correct the “graphql-shield” middleware
role checking. Fixes should be done in the following files:

● https://github.com/doiim/forta-connect-backend/blob/main/src/permissions.ts
● https://github.com/doiim/forta-connect-backend/blob/main/src/rules.ts
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#04 - GraphQL Introspection enabled in production environment

Severity: Low

Description

Debug mode is enabled in the GraphQL of explorer-api.forta.network. This allows an attacker
to make introspection queries to the GraphQL.

Evidence
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Recommendations

Disable Debug mode on production environments

- CONFIDENTIAL -



Security Assessment  | Forta
18

#05 - Multiple endpoints with wildcard CORS activated

Severity: Low

Description

Some endpoints on different components of the application have permissive CORS policies
configured with wildcards.

Clients from any browser can access these methods without domain restrictions.

Backend components are:

https://explorer-api.forta.network Explorer API

https://forta.doiim.com/api/* Forta Connect backend

Impact

An attacker could craft arbitrary cross-origin requests and exploit this permissive
misconfiguration to act on behalf of the victim.

Evidence

As an example, this is a response to a POST request on forta.doiim.com. Regardless of the
Origin domain, the server allows the request, and then the response could be captured from a
web browser context.
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Recommendations

We recommend settling CORS configuration to limit access to specific front-end domains to
prevent other websites from accessing Forta APIs.
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#06 - Weak validation of input parameters allows arbitrary agentId values

Severity: Low

Description

Any authenticated user is allowed to craft an arbitrary agentId without the common pattern
(0x*) when creating a new Agent.
An attacker could manipulate the agentId input and put any value to the Agent Identification,
therefore impacting in the Agent URL alias.

Evidence
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Recommendations

Proper validations should be added in both frontend and backend. Sanitize values before
inserting them into the DB.
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#07 - Sensitive Information Leak in GraphQL Query

Severity: Low

Description

Any unauthenticated user is allowed to modify input variables leading to Internal Server
Errors leaking information about internal endpoints, AWS security tokens and other
information. This occurs because GraphQL debug mode is enabled.

Evidence
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Recommendations

Disable Debug mode on production environments.
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#08 - HTML Injection in alerts emails

Severity: Low

Description

When creating new Agents, in the Findings values, HTML is allowed, therefore HTML is
rendered when receiving email notifications.

An attacker could reformat e-mail notifications to redirect them to malicious sites or persuade
users to perform malicious actions or to be victim of phishing attacks

Evidence

Email with rendered HTML:

Agent code submitted with embedded HTML code:
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Recommendations

Proper input sanitization should be performed before processing them in the backend and
rendered in emails or frontend.
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